


JKolodziej
Highlight

JKolodziej
Highlight

JKolodziej
Highlight



010 Best Practices Transparency 

Does your municipality have an official social media account or accounts and, if so, 

is there a written policy establishing guidelines on access, use, and permitted 

content? 

011 Core Competencies Procurement 

Do your municipality's professional services contracts include a "not to exceed" 

amount? 

012 Best Practices Procurement 

If your municipality contracts with an insurance broker for health insurance, and said 

contract exceeds the Local Public Contracts Law bid threshold, is your municipality's 

health insurance broker being procured through a competitive contracting or sealed 

bid process conducted pursuant to the Local Public Contracts Law? 

013 Best Practices Procurement 

Insurance broker fees dependent on the amount of health insurance premiums or 

fees paid by the municipality are vulnerable to abuse as brokers could face 

conflicting incentives in seeking lower-cost health insurance alternatives. If your 

municipality contracts with an insurance broker for health insurance, is the structure 

for broker payments set at a flat-fee rather than on a commission basis to mitigate 

the risk of a broker recommending more expensive health insurance coverage to 

earn higher fees? 

014 Core Competencies Cybersecurity 

A cybersecurity incident response plan is a set of instructions to help detect, 

respond to, and recover from network security incidents. These plans address areas 

such as cybercrime, data loss, and service outages. Does your municipality have a 

cybersecurity incident response plan? 

015 Core Competencies Cybersecurity 

Are all municipal employees receiving ongoing cybersecurity training in malware 

detection, password construction, identifying security incidents and social 

engineering attacks? 

[0.50] Yes 

1 [0.00] No 

[1.00] Yes 

[0.00] No 

[0.50] Yes 

[0.00] No 

[0.50] N/A 

[0.50] Yes 

, [0.00] No 

(0.50] N/A 

[1.00] Yes 

[0.00] No 

[1.00] Yes 

[0.00] No 

JKolodziej
Highlight

JKolodziej
Highlight

JKolodziej
Highlight

JKolodziej
Highlight





JKolodziej
Highlight

JKolodziej
Highlight

JKolodziej
Highlight

JKolodziej
Highlight


























